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The traditional use of fault records is for post mortem analysis of system faults to check the 

performance of relays, end to end signalling associated with the protection scheme and correct 

operation of the circuit breaker to clear the fault. Very often Utility practice is to only download records 

after a major incident has occurred; other records recorded for other reasons are largely ignored.  This is 

partly due to lack of effective communication channels and polling systems to automatically retrieve 

records and a lack of trained personnel who are capable of handling the different software sets needed 

to retrieve and analyse fault records from different vendors whether they be from relays or stand alone 

DFR devices. This is exacerbated under ‘storm’ conditions when the number and variety of fault records 

become unmanageable for manual analysis at a time when protection engineers are engaged in urgent 

operational driven activities.  

Fig 1 shows a typical DFR record from a phase to ground fault that in most cases will be analysed as it is 

associated with a line trip. 

 

 
Ability of DFR Devices to Capture Incipient Fault Conditions 

 

To gain the maximum benefit from an installed base of DFR devices it is necessary to examine 

all records to check the cause of trigger as there have been many instances of a pending serious 



event that could be averted by early recognition of the symptoms followed by effective 

remedial action. The DFR fleet can be used for Condition Based Maintenance (CBM) as well as 

fault analysis if used in the correct way. 

 

Fig 2 shows a DR record when a transformer picked up load on 132KV feeders. The lower 4 

traces are the 3 phase and residual currents. It can be seen normal load current begins to flow 

on the red and yellow phases but the blue phase has an obvious problem as further 

demonstrated in the residual current. It appears that the CT has an open circuit secondary, a 

potentially dangerous situation. 

 

 

 

 

 

The advantage of a standalone DFR device is that there is normally an equivalent, longer 

duration slow scan record where rms values are logged over an extended period. The slow scan 

record associated with the above event is shown in Fig 3. Cursor measurements indicate that 

after 680ms the blue phase current reappeared as if normal. Without analyses of the DFR data 

there would be nothing to indicate that an abnormal event had occurred. 

Subsequent site investigation discovered a badly corroded CT marshalling box as shown in Fig 4.  

Vibrations caused by the circuit breaker operation resulted in intermittent contact of a loose 

connection resulting in the observed behaviour. The fault was repaired before the CT 

connection broke meaning that a significant health and safety issue of an open circuit CT was 

avoided.    

  

Fig 2 Load Pick Up on a 132KV Transformer showing a Problem on the Blue phase  



 

  

 

 

  

  

  

  

Another problem with an instrument voltage transformer also gave early signs of the pending 

failure when several DFR records were triggered from a short anomaly in the red phase voltage. 

One of these records is shown in Fig 5. 

  

Fig 4 Badly Corroded CT Marshalling Box had an Intermittent Connection  

Fig 3 Slow Scan Record showed Blue Phase Current Returned after 680ms  

About 1KV drop in HV volts 

Blue current restored 



  

  

 

 

It is highly likely that most Utilities would have missed these events unless a dedicated team 

were looking at all the DFR data. The implication of missing this signal is shown below. Fig 6 

shows the DFR record when the VT failed with normal protection operation and circuit trip. Fig 

7 shows the effects of the flashover on the transformer, a catastrophic failure leading to a 

lengthy unplanned outage and an expensive asset replacement. 

  

  
 

 

 

 

 

Fig 5 Voltage ‘Wobble’ on Red Phase giving an Indication of a Pending Problem 

Fig 6 Red Phase VT Failure to Ground and Subsequent Trip 



 

 

 

 

Other examples of defects discovered from analysis of DFR and slow scan records are: 

• Excessive pole spread on a 3 phase circuit breaker 

• A stuck breaker that took 8 seconds to trip but thereafter worked properly for subsequent trips 

• A circuit breaker where only two out of three poles closed 

• Faulty VT secondary circuits resulting in random operation of the overvoltage protection 

resulting in non linear waveforms. It has been observed that if these random events occur more 

frequently it can result in a total loss of secondary voltage.    

 

Preferred Utility Practice to Maximise the Benefits of DFR Data 

 

As demonstrated by the previous examples, there is a lot of valuable information available from a DFR 

system apart from that related to trip operations. Much of this is currently missed by Utilities. The 

following is the recommended mode of operation when analysing fault records. 

• Routine polling and daily analysis of records to extract ‘condition based’ maintenance data as 

well as assess the ability of the main assets to clear a fault.  

• Use the slow scan data for daily events – not just for power system disturbances involving 

power swing and frequency fluctuations. 

• Adopt software to monitor the ‘health’ of the installed base and flag issues. Every time a DFR is 

remotely accessed there is an opportunity to check for errors that can be reported allowing 

early remedial action to be taken before important data is missed or lost. High availability of the 

DFR system is essential to maximise the benefit to the Utility  

Fig 7 Top View of Failed VT 



• Adopt software to automatically analyse DFR records to highlight abnormal occurrences. The 

biggest issue preventing full analysis and exploitation of DFR records is the lack of experienced 

engineers to spend time manually looking at all the information. A software tool to 

automatically analyse DFR records to highlight ‘non standard’ or ‘non compliant’ records will 

direct and prioritise analysis to reap the maximum benefit. This is especially true after a major 

system event when there may well be an avalanche of records in a short time. 

 

Automatic Identification of Non Compliant Fault Records 

 

Record analysis software automatically analyses every new DFR record and provides a summary report 

listing the key parameters and compliance to ‘normal operation’. A full report is available with more 

detail. Results can be emailed as required. There is no need to study a DFR record to find out what 

happened. 

The first requirement of such software is the automatic collection of DFR records. DFR records can be 

automatically downloaded from stand alone devices by establishing a scheduled polling job with a 

specified time interval. Important records with higher weighting, dependent on cause of trigger, can set 

up an ‘auto comm’ request and be downloaded before the next scheduled poll and analysed within 

minutes of the event. 

DFR records from other DFR vendors or relays can be automatically imported and analysed in Comtrade 

format from a specified directory. 

 

An example of a summary report is shown in Fig 8. Each DFR record is described in one line of the 

report. The report has already been filtered on circuit name. Other important information listed is 

trigger date and time, retained voltage, fault current, clearance time, distance to fault, whether the 

record is compliant or not, phases affected in the event and fault type. 

 The list can be filtered on ‘non compliant’ to reduce the number of entries down to those that should 

be investigated first. 

A detailed record analysis report from a phase to phase fault is shown in Fig 9. The graphical DFR record 

is reproduced to give an overview of what happened but the important information is in the text 

summary. The fault category is defined as a circuit trip, the phases involved identified as being L2 and L3 

and the maximum current on each phase listed. The distance to fault is displayed along with the 

calculated impedance, total harmonic distortion on each voltage phase and the retained voltage. The 

event timing table lists the operating times of selected digital inputs indicating relay and breaker 

operate times. A record is classed as ‘non compliant’ if any of the event operate times are outside preset 

limits. 



 

 

Fig 8 Record Analysis Summary Report

Fig 9 Detailed Report of a Phase to Phase Fault

Fig 8 Record Analysis Summary Report 

a Phase to Phase Fault 

 



Unlike the above example of a phase to phase fault, not all DFR records can be analysed so easily. As 

such the record analysis software has eight categories of fault type as follows:

• Circuit out  

• Circuit energised  

• Circuit de-energised  

• Through-fault  

• Circuit trip  

• Through-dip  

• No fault  

• Unknown  

The measurement of total harmonic distortion is important to identify abnormalities on the voltage 

waveforms that indicate a possible defect. Fig 10 repeats the DFR record of the ‘wobble’ on the VT 

waveform prior to failure. It is characterised by a high total harmonic distortion that can be used to flag 

the DFR record as ‘non compliant’ and worthy of further investigation. 

 

Automatic analysis of fault records 

To date the algorithms have been tested 

all of which have been manually investigated and

success rate of the record analysis software has been 

 

Conclusion 

DFR and slow scan data should be analysed more carefully to identify incipient problems on the 

power system as well as investigating circuit trips. Unfortunately, using the installed base of 

DFR devices for Condition Based Maintenance requires more intensi

records. To alleviate operator time and make this practical, automatic record analysis software 

is now available to flag non compliant events and prioritise the records that require 

investigation first.  

Fig 10 VT ‘Wobble’ Characterised by a High Total Harmonic Distortion
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 will never be 100% accurate due to their complexity and variability

To date the algorithms have been tested on a data set of 200 records captured during storm conditions 

all of which have been manually investigated and details of the actual events recorded. So far the 

success rate of the record analysis software has been 72% and work is continuing to improve this.

DFR and slow scan data should be analysed more carefully to identify incipient problems on the 

power system as well as investigating circuit trips. Unfortunately, using the installed base of 

DFR devices for Condition Based Maintenance requires more intensive analysis of all the DFR 

records. To alleviate operator time and make this practical, automatic record analysis software 

is now available to flag non compliant events and prioritise the records that require 

Fig 10 VT ‘Wobble’ Characterised by a High Total Harmonic Distortion 
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