
 

  
Abstract--The worldwide deregulation of the energy market has 
created growing concern regarding power system reliability and 
quality. This calls for more efficient disturbance recording 
instrumentation and software tools to reduce the analysis time 
and to keep the down time as short as possible. The goal is to 
minimize the lost revenue of utilities and the manufacturing loss 
of industrial customers. Power quality problems like voltage sags 
and swells, long term voltage deviations, flicker, voltage and 
current harmonics may cause additional monetary losses in 
facilities with sensitive electronic equipment such as factories and 
data centers. The reason for these problems has to be analyzed 
using a large amount of collected data by various Intelligent 
Electronic Devices (IED´s) like Protection Relays, Digital Fault 
Recorders (DFR), and Power Quality Recorders. In this paper, 
results of a successfully tested automatic disturbance recording, 
fault and power quality analysis and information distribution 
system is presented. The distributed system includes IED´s in 
several major and small substations. Focus of the application is 
the quick and reliable analysis of any abnormal behavior of a 
metropolitan power system. The power system consists of 
different sections in various locations and includes voltage levels 
from 400V up to 380kV. The target of the maintenance group is 
“to know what has happened and what we have to do before the 
customer calls”. 
 

Index Terms-- Digital fault recorder, Power system 
disturbance and power quality recording, Power system 
monitoring, Preventive maintenance. 

 

I.  INTRODUCTION 
o achieve the challenging goal described above and to 
keep the investment costs at a minimum, all possibilities 
of numerical intelligent electronic devices, 

communication network structures and modern computer 
systems have to be deployed in an economical and effective 
way. 
Heart of the system is a computer server station with 
management software collecting all data gathered by IED´s in 
the field using Ethernet or ISDN communication channels. 
The server manages a database with all data coming from 
protective relays, disturbance recorders and power quality 
monitoring units. Some of these units are directly connected to 
the server system; some are connected in a first level to a 
substation automation system computer which is connected to 
the managing server system. Using international 
communication protocols, the system is widely independent of 
the different equipment suppliers. In parallel to the 
management software, various application software tasks are 
processing the data in the database. These applications include 

                                                           
 

automatic distance to fault location, comprehensive fault 
analysis, power quality analysis and registration of power 
quality deviations from defined limits. The focus of the 
automatic fault analysis is to find out the principle reason of a 
power system fault in case of trip decision of more then one 
protection unit. After a detailed analysis of the disturbance 
records and the generation of a report, the system is able to 
send “the right information to the right person”. For this 
purpose, information channels like sms (short message 
system), e-mail, WEB pages and fax are used. After receiving 
a message from the system, the responsible person has the 
option to log via the intranet of the company and read the 
disturbance report. This quick information system enables the 
key person to deploy other maintenance personnel and keep 
the repair time at a minimum. 

II.  TECHNICAL WORK PREPARATION 

A.  Importance of Power System quality analysis 
Maintenance personnel face new challenges with increasing 
installation of electronic components in industrial sites. These 
systems are sensitive to voltage fluctuations, voltage dips and 
to voltage harmonics caused by nonlinear loads. Data centers, 
Programmable Logical Controllers (PLC), field bus systems in 
factories, and wide area communication network require a 
high level of power quality. For this reason, European and 
international standards like EN50160 and IEC 61000-2-2 were 
defined. This is the major reason why power system 
disturbances and quality problems should be monitored. In 
case of problems, measures can be implemented, but their 
effectiveness should also be observed. 
 

B.  Environmental Structure 
Worldwide there are very few substations completely 
equipped with numerical relays of one vendor, and with a 
Substation Integration and Monitoring System collecting all 
relay information. In this case the retrieved information is 
generally limited to one substation. More commonly experts 
have to cope with the signals of electromechanical relays and 
use different software packages of numerical relays for the 
analysis of a breaker trip even in one single substation. In case 
of a wide range blackout, the fault analysis will be more 
complicated due to the fact that detailed information from 
several substations must be compared to understand the cause 
of the initial fault and evolving faults. Today, this process 
takes obviously a long time and leads to high economic losses. 
To overcome some of these problems, utilities are also 
installing Digital Fault Recorders (DFR). This step leads to a 
quick analysis of faults especially in substations mainly 
equipped with electromechanical relays. Even if a substation 
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is equipped with numerical relays, the installation of fault 
recorders brings some major benefits for a quick fault 
analysis. One major advantage is the use of a single software 
package, if the DFR software can also process the data from 
protective relays and use all data for disturbance analysis. 
Another important item is the usually significantly higher 
sampling rate of a DFR, which allows the analysis of signals 
in a frequency range from 50Hz to 3 kHz during a power 
system disturbance. 
 

C.  Structure of the Monitoring System in Zurich 
The municipality of Zurich (EWZ) has installed a 
comprehensive Power System Quality Monitoring System. 
This includes the Power Plants in Graubünden and Bergell, 
the City of Zurich and the area up to Wettingen in Aargau. 
All installed protective relays, digital fault recorders and 
power quality monitoring units are locally connected to station 
data collectors with adequate communication channels. To 
achieve a vendor independent system, protective relays with 
IEC 60870-5-103 protocol are used to retrieve the fault 
records and signaling information. These station data 
collectors collect all the data of the mentioned units in 
automatic mode and store the data locally. 
To keep the transmission time short, data reduction algorithms 
are applied. Precise time synchronization of the units in the 
field is done by station data collectors which are synchronized 
by GPS receivers. Thus, all recordings in the whole area of the 
monitoring system have time synchronization accuracy better 
than 0.5ms. A LAN/WAN network with a data transfer rate of 
2MBit/s is used for the communication between the station 
data collectors and the centralized Server system. A redundant 
communication network based on analogue telephone network 
with adequate modems is also in service. Data transferred to 
the central office Server systems (NQS1 and NQS2 in Figure 
1) is then used for power system disturbance and power 
quality analysis. 

 
Figure 1: Structure of ewz NQS system 
 
Additionally, at station level, the grouping of all local data 
sets belonging to a network event and the data analysis is 

done. The purpose is to provide the local users at station level 
fast and reliable information without the necessity of 
specialized tools. 
The office communication network with a data transfer rate of 
100 MBit/s is used for data exchange between Server system 
and Client PCs for the company internal distribution of 
analysis results. 
 
The complete power system of the city Zurich between the 
voltage levels 400V up to 380kV is connected to the 
monitoring system. The system also monitors nodes where 
power system sections under the responsibility of different 
utilities are connected together. A major advantage of the 
system is the very short disturbance analysis time of 15 to 30 
minutes and automatic sending of reports to the customers of 
the utility EWZ. This can be in form of E-Mail, sms or Fax. 
Also, some customers can retrieve the information through 
internet. To achieve this, the intranet system of EWZ offers 
access rights to customers to log in through internet. To avoid 
misuse, a firewall is installed at the intranet / internet 
interface. Disturbance records, disturbance analysis results 
and power quality reports are saved in a data base including 
data since 1995. This enables the maintenance personnel to 
compare older disturbances at one location with new ones. 
This can lead to useful additional information, for example the 
change of breaker behavior during opening. 
All TCP/IP nodes of the LAN/WAN network are permanently 
monitored by dedicated software that also checks the 
operation of the main applications. This allows quickly 
detecting a failure in the data stream and restoring the faulty 
component. The software also computes Quality of Service 
(QoS) figures that help improving the recording system. 
 

D.  Functions of the Power Monitoring and Quality Analysis 
System 

The user interface of the power monitoring and quality 
analysis system is simple but very effective. Selecting the 
modules “Disturbance Recording”, “Complex Disturbance” 
and “Power Quality”, the user can get immediate information 
about the status of the power system. With a few mouse 
clicks, the maintenance personnel and also the customer of the 
utility can receive detailed information about power quality 
problems or power system disturbances. 
 

E.  Function “Disturbance Recording” 
With the function “Disturbance Recording” the user can 
display each recording of disturbance recorders and numerical 
protective relays separately. All current and voltage data; start 
and stop time of the recording is shown. Each record is 
separated in “before, during and after” time segments in 
regard to the disturbance. These records can also be displayed 
in RMS values; a calculation of the minimum/maximum 
positions of the recorded data and a precise calculation of the 
distance to fault location is possible. Figure 2 depicts the 
result of a record after a trip of one relay in a substation. The 
event diagnosis algorithm marks the importance of relay or 



 

DFR records in different colors. All data are prepared for 
representation with spreadsheet programs, like EXCEL. 
 

 
 
Figure 2: All recorded data involved in network fault shown 
in one spreadsheet, subdivided into electrical states. For each 
state, diagnostic results are available. 
 

F.  Function “Complex Disturbance” 
Usually more than one Disturbance Recorder or Protection 
Device records a short circuit after a power system 
disturbance. The software function “Complex Disturbance” 
first sorts all records belonging to one specific disturbance and 
starts with each record the calculation of the distance to fault 
location, if possible. As a next step, all available information 
like recording time, start and trip information of protective 
relays, and fault location are used to generate a 
“Comprehensive disturbance report” (Figure 3).  
 

 

 
Maintenance personnel can then get detailed information like 
first trip location, evolving faults, in some cases wrong trip of 
protective relays with inadequate settings, maximum short 
circuit current, duration of the fault etc. One should not 
underestimate the importance of power quality recorders for 
further analysis. Although protective devices clear the faults 
correctly, disturbances cause voltage dips in bus systems 
resulting in power quality problems on lines adjacent to the 
lines affected by the short circuit. These types of problems can 
cause additional economic losses, but will not be recorded by 
protective devices. By processing the corresponding 
information, production losses of utility customers can be 
identified. 
 

G.  Function “Power System Quality” 
Power Quality reports are generated using the power quality 
related data registered by Digital Fault Recorders and Power 
Quality Recorders. Daily, weekly and monthly power quality 
reports are automatically created using standard predefined 
limits according to EN50160 or IEC 61000-2-2, and also with 
company specific limits. 
 

H.  PQ Recording versus Disturbance Recording 
Although the data acquisition principle is similar, there is a 
significant difference between power quality recording and 
fault recording. The result of a PQ recording is calculated data 
like RMS values of voltages and currents, power system 
fundamental frequency, current and voltage harmonics, 
voltage sags and swells etc. The typical sampling frequency 
for PQ data recorders is usually 64 to 128 times the nominal 
power system frequency (3,2kHz - 6,4kHz@50Hz). 
Averaging time for the calculated PQ data is typical 1s to 2h, 
depending on the type of information and the applicable 
standard. On the other hand, registered data for fault recording 
is purely sampled data, transmitted with a high degree of 
compression and a sampling frequency of 256 times the 
fundamental frequency (12,8kHz@50Hz). This high sampling 
rate is important for detailed visualization of all harmonics in 
a range of 50Hz up to 3 kHz. The typical recording time for a 
power system disturbance is 10s to 30s, depending on 
retriggering. The fault records of numerical relays are usually 
created with rather low sampling frequencies in a range of 1 
kHz, which is acceptable for the calculation of fault location. 
But to be able to visualize the effects of higher frequencies, 
for example during breaker opening or resonant frequencies 
caused by voltage transformers, the high sampling rate of the 
DFR's is required. On the bottom line, the focus of the 
installed monitoring system is the optimal use of all available 
information retrieved from numerical protection relays, digital 
fault recorders and power quality registration units. Under this 
consideration, each of the mentioned registration units is an 
important part of the whole system. 
 

I.  Summary of experience with the Monitoring System 
The feasibility and justification of a quality monitoring system 
depends on the requirements of a specific area. Metropolitan 



 

areas with a high population including important industrial 
areas, data centers and power quality sensitive manufacturing 
facilities require a high degree of power system reliability. 
Today, the power quality norm EN50160 is specified in many 
European countries, and the power supply quality is on 
average better than required. But for several facilities, even 
the conformity with EN50160 is not sufficient. Using 
additional information about fault probability and results of 
fault statistics, the definition of additional measures to 
increase the reliability of the power supply is possible.  
On the other hand, the use of detailed statistical data and its 
analysis shows the results of implemented measures like the 
installation of reactive power compensation systems, 
uninterruptible power supplies etc. In some cases it was 
possible to show that some of these led to a worse power 
quality than it was originally planned. To achieve the defined 
goals for the increase of power quality and reliability, not only 
the implementation of the measures are important, but also the 
installation of an adequate controlling system. In this case, the 
presented monitoring system can be the right answer. With 
such a system, power system operation and maintenance 
personnel can receive the right answers to questions like: Why 
did the UPS System not start? Why did the protection unit trip 
although the fault was on an adjacent line? What is the reason 
for the resonant effects after connecting the own power 
system with the neighbor utility system? 
The presented monitoring system locates the weak points of 
the power system quickly and reliably. Thus, long discussions 
and expensive research work after a big disturbance or even 
after a blackout can be avoided. Instead of asking for “who is 
guilty and responsible”, all manpower can be deployed to 
reactivate the power supply in a short time. Also, a significant 
increase of the investment quality for higher power quality 
and reliability can be achieved. In many cases, an adjustment 
of protective relay settings brings better results then the 
installation of several UPS systems in various locations. The 
major goal for the installation of a monitoring system is the 
early recognition of the weak points of the power system, 
quick understanding of what has happened and professional 
implementation of adequate measures. In summary, the goal is 
the implementation of preventive measures and achievement 
of shortest possible down times. Such a system can be very 
useful for all companies with high energy consumption and / 
or power quality sensitive production or operation processes. 
 

J.  Examples for preventive problem solution 
Figure 4 shows the recorded signal of a defective voltage 
transformer on a distribution line without load (Ferro 
resonance). 
 

 
 
After data analysis, the voltage transformer was replaced, and 
stable behavior was restored with a load resistor.  
 

 
 
In Figure 5, a record of a breaker restriking is shown. It is 
possible to observe aging effects after analysis of breaker 
behavior by comparison of records registered at different 
times. This may be the increase of breaking time, or 
unsymmetrical pole opening. 
 
Summary 
A quality monitoring system is not a replacement for an 
energy management or substation automation system. The 
major intention is to observe and monitor the power system, 
and also the performance of the protective relays and 
substation automation systems. Also, continuous recording of 
the performance of various compensation systems installed in 
the power system is possible. Due to the passive behavior, the 
focus of this system is collection and processing of power 
system fault and power quality related data. In case of 
disturbances in a “grey zone”, where protection devices do not 
detect any fault but industrial customers complain about 
production loss, trigger levels of the disturbance recorder units 
can be set relatively low for detailed analysis. The investment 



 

in such a power quality monitoring system depends on the 
long term strategy of a utility. In case of severe power loss, 
immediate investments into the power system are required by 
all affected parties. To plan such investments reliably, a 
quality monitoring system can help in an efficient way. 
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